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ANALOG SCRAMBLER 

BACKGROUND OF THE INVENTION 

The ability to securely transmit information between two locations is of 
paramount importance in today's communication systems. Before the invention of digital 
transmission methods, analog encryption was commonplace. However, today's 
communication systems rely almost exclusively on transmitting information digitally. 
Digital transmission has become commonplace because it provides optimal accuracy and 
security. While it is optimal for many applications, digital transmission also creates a 
major disadvantage. In order to convert an analog signal into the digital domain, analog 
information must be sampled in accordance with, for example, the nyquist sampling 
theorem. According to this theorem, an analog signal should be sampled at twice the 
frequency of the analog signal. Therefore, transmitting information digitally requires the 
necessary bandwidth to be a function of the sampling frequency, the number of bits per 
sample, and the bandwidth efficiency of the modulator. For many systems, this can 
drastically increase the bandwidth that is required. In certain applications where 
bandwidth is limited, analog transmission can be more efficient. However, because of 
the increased accuracy and encryption ability afforded by digital transmission, current 
secure communication systems have not focused on securely transmitting data in the 
analog domain. 
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A continuing need exists for improved methods and apparatus that can transmit 
analog data securely while minimizing the distortion of information. 
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SUMMARY OF THE INVENTION 



An object of the present invention is to provide secure analog transmission. 



An object of the present invention is to provide a single side-band analog 
scrambler to scramble analog signals in such a manner that usable information cannot be 
extracted by an unauthorized receiver. 



m A further object of the present invention is to provide secure analog transmission 

Q 

O with a wide information bandwidth and large dynamic signal range in a de-scrambled 

5 

S signal. 
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s — : 

A further object of the present invention is to minimize information signal 

O 

fy distortions in a de-scrambled signal. 

m 
m 

□ To achieve the above and other objects, the present invention provides a method 

in 

for scrambling an analog signal, comprising: receiving an analog signal; converting the 
received analog signal into an intermediate frequency signal; generating a gaussian 
pseudo-random noise signal; and combining the intermediate frequency signal and the 
gaussian pseudo-random noise signal. 



To achieve the above and other objects, the present invention further provides a 
method for de-scrambling an analog signal, comprising: receiving a scrambled analog 
signal; converting the analog signal into an intermediate frequency signal; generating a 
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gaussian pseudo-random noise signal; and combining the intermediate frequency signal 
and the gaussian pseudo-random noise signal 

To achieve the above and other objects, the present invention further provides a 
method for scrambling and de-scrambling an analog signal, comprising: receiving the 
analog signal; converting the received analog signal into an intermediate frequency 
signal; generating a gaussian pseudo-random noise signal; generating a scrambled signal 
based on the intermediate frequency signal and the gaussian pseudo-random noise signal; 
converting the scrambled signal into a second intermediate frequency signal; generating a 
second gaussian pseudo-random noise signal; and de-scrambling the scrambled signal 
based on the second intermediate frequency signal and the gaussian pseudo-random noise 
signal. 

Other and further objects of the present invention will be apparent from the 
following description and claims and are illustrated in the accompanying drawings, which 
by way of illustration, show preferred embodiments of the present invention. Other 
embodiments of the invention embodying the same or equivalent principles may be used 
and structural changes may be made as desired by those skilled in art without departing 
from the present invention and the purview of the appended claims. 
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BRIEF DESCRIPTION OF THE DRAWINGS 



Figure 1 is a block diagram of an exemplary embodiment of a transmitter 
embodying the present invention. 

Figure 2 is a graph showing the characteristics of the output of the pseudo-random 
noise generator shown in Figure 1 . 

Figure 3 is a block diagram of an exemplary embodiment of a receiver embodying 
W the present invention. 

law? 

m 

^ Figure 4 is a graph showing an exemplary information signal that could be sent 

m 

|jj from the transmitter segment to the receiver segment shown in Figure 1 . 

O 

H Figure 5 is a graph showing scrambled information signal. 

O 

FU Figure 6 is a graph showing the de-scrambled output of the receiver segment 

jij frequency converter shown in Figure 3. 

ill 

Figure 7 is a graph showing the output of the receiver segment frequency 
converter when an unauthorized user attempts to de-scramble a transmitted signal in 
accordance with the present invention. 

Figure 8 is a block diagram of another exemplary embodiment of a transmitter in 
accordance with the present invention. 

Figure 9 is a block diagram of an exemplary embodiment of a receiver that 
complements the transmitter shown in Figure 8. 
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DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENTS 

Figure 1 is a block diagram of an exemplary embodiment of a transmitter 
embodying the present invention. The transmitter can be ground, air or space based. In 
the Figure 1 exemplary embodiment, a single side band receiver 21 receives an 
information signal 20. The single side band receiver 21 translates the received signal to 
an intermediate frequency (IF) signal 18. Typically, the IF signal 18 is a linear replica of 
the received signal translated over the IF bandwidth. Generating a linear replica of the 
received signal is desirable in order to avoid inter-modulation products. Non-linear 
signals would include higher order harmonics of the original signal, that could result in 
significant distortion of the IF signal 18. To prevent unauthorized access of the 



Jjj information signal, the IF signal 18 is scrambled. In the Figure 1 embodiment of the 

q present invention, the scrambling is accomplished by combining the IF signal 18 with a 

ry 

local oscillator signal 27. Once this occurs, the presence or nature of the original 
information signal 20 cannot be detected by unauthorized parties. 

In accordance with a preferred embodiment of the present invention, the local 
oscillator signal 27 is generated through three steps. This is only one example and the 
present invention is not limited to any particular steps or sequence thereof. In the 
exemplary embodiment a pseudo-random noise generator 26 generates bits of a digital 
pseudo-random noise signal. The signal is referred to as pseudo-random because it 
includes additional frequencies that do not correspond to a random noise signal. This 
digital signal is generated according to a reference frequency and a password. If nyquist 
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sampling is used, the reference frequency determines the base sampling rate of the digital 
signal. In the preferred embodiment, the password is generated by a sequence generator. 
Only a user with knowledge of the generated sequence (e.g., the password) can de- 
scramble the scrambled signal. 

In order to convert the digital pseudo-random noise signal into an analog random 
noise signal, the part of the spectrum with a bit rate that does not correspond to a random 
noise signal must be removed. In this embodiment, this is accomplished through the use 

Q 

P of a low pass filter. The filter removes the parts of the original pseudo-random spectrum 

m 

p that do not correspond to a random noise signal. In the exemplary embodiment, the 

m 

ffl random noise signal is converted to a gaussian frequency distribution in order to scramble 

□ 

the IF signal 18. This can be accomplished by various techniques. One exemplary 

□ 

L ; technique is to use a voltage controlled oscillator (VCO) 23. The output spectrum of the 

i y 

IH 

q VCO 23 is assumed to have a gaussian distribution for a significantly large number of 

m 

independent modulating voltages. This is because the VCO 23 is a voltage to frequency 
converter. The output spectrum of the VCO 23 is called the local oscillator signal 27. 
The local oscillator signal 27 is combined with the IF signal 18 at the frequency converter 
22. The resulting signal has a frequency equal to the sum of the two input signals. In the 
preferred embodiment, this signal is in the radio frequency spectrum. The scrambled 
radio frequency signal 19 can now be transmitted. A transmitter to transmit the 
scrambled RF signal 19 can be included at the output of the frequency converter 22. In 
the preferred embodiment, a linear amplifier is used to amplify the signal for 
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transmission. Of course, this embodiment can be changed according to the specific 
application. 

Figure 2 is a graph showing the characteristics of the output of the pseudo-random 
noise generator 26 shown in Figure 1 . Frequency measured in hertz is shown on the 
horizontal axis and power measured in watts/hertz is shown on the vertical axis. The 
graph shows the output signal of the pseudo-random noise generator 26. A signal power 

jL of 1 .0 watts/hertz corresponds to the spectrum of a random noise signal. Therefore, in 

Q 

jig order to convert the pseudo-random signal into a random signal, frequencies of the 

Q 

jjj original signal that have a power that does not correspond to random noise should be 

m 

Q removed. The power spectrum is nearly, but not necessarily flat, with an approximate 

it 

O power of 1 .0 watts/hertz, for the points to the left of and including line 28. In the 

si I 

;!f preferred embodiment, frequencies to the right of line 28 preferably should be filtered out 
jy in order to scramble the IF signal 18 (Figurel). If these frequencies were not removed, it 

may be difficult to adequately scramble the IF signal 18. The IF signal 18 would then be 
electronically visible to unauthorized users. 

Figure 3 is a block diagram of an exemplary embodiment of a receiver segment 
embodying the present invention. This segment essentially performs the reverse function 
of the transmitter segment (Figure 1). The functions the individual parts should be 
substantially similar to the transmitter segment. However, in order to generate the proper 
pseudo-random noise signal necessary for de-scrambling, additional inputs to the pseudo- 
random noise generator 24 are used. 
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An authorized receiver can de-scramble the received RF signal 19 by using a 
pseudo-random noise generator 29 with a password 30 that is substantially the same as 
that of the transmitter segment (Figure 1). In the preferred embodiment, the two factors 
that help provide proper de-scrambling of the received RF signal 19 are: 
1 . The receiver segment VCO 3 1 performance should be substantially the same as the 
performance of the transmitter segment VCO 23 (Figure 1). 

2. The input to the receiver segment VCO 3 1 should be similar to the input of the 
transmitter segment VCO 23. Preferred similarities include: 

a. The transmitter segment low-pass filter 25 and the receiver segment 
low-pass filter 32 should have similar response characteristics. 

b. The pseudo-random noise delay of the receiver segment should be 



adjusted according to the time delay. The delay is due to the 
transmission of the information from the transmitter to the receiver. It 
is dependent on the distance between the transmitter and the receiver. 
In order to properly de-scramble the signal at the receiver, this 
transmission delay should be accounted for. 



In the preferred embodiment, a delay locked loop 33 can be implemented to 
account for the transmission delay. The delay locked loop 33 operates as follows: 

1 . The frequency of the pseudo-random noise generator of the receiver 
segment is adjusted using a pilot tone generated by the transmitter 
segment (Figure 1). The pilot tone is generated according to a 
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predetermined reference frequency. The receiver then generates a 
pilot tone that is substantially close to the delay of the transmitted pilot 
tone. Next, the receiver adjusts so that its pilot tone is in 
synchronization with the transmitted pilot tone. These adjustments are 
carried out by the delay locked loop 33. The delay locked loop 
measures the difference between the receiver segment pilot tone and 
the transmitted pilot tone. It then changes the pilot tone of the receiver 
so that it is substantially similar to the transmitted pilot tone. While 
the transmitter segment is searching for the correct delay, the received 
signal will continue to appear scrambled. The scrambled signal will be 
de-spread, having a low energy. Once the correct frequency is 
achieved, the pilot tone output increases significantly because an 
intelligible signal is now detected. This indicates the pseudo-random 
noise delays of the transmitter and receiver are substantially similar. 
This operation is referred to as a code search. 
2. When the code search has completed, a code tracking operation is 
initiated. The code tracking operation is necessary to ensure that the 
pseudo-random noise delays of the transmitter and receiver remain 
substantially similar. This allows the receiver to receive and 
constantly decode the transmitted RF signal 19 (Figure 1). Without 
the code tracking operation, there would be interruptions in the 
decoding capability of the receiver. In the preferred embodiment, the 
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code tracking operation occurs inside the delay locked loop 33; during 
the code tracking operation a sequence generator (similar to the 
password generator in the transmitter) is advanced by one-half a 
pseudo-random noise sequence bit, and another sequence generator is 
delayed by one-half a bit. The sequence generators constantly adjust 
their delay times in order to match the delay of the transmitted RF 
signal 19 (Figure 1). When the delay time of the delay locked loop 33 
matches the delay of the RF signal 19 (Figure 1), the code tracking 
output stays the same. This process, which is widely used by those 
skilled in related art, is carried out through an early-late gate present in 
the delay locked loop 33. If the delay of the transmitted RF signal 19 
changes, the early-late gate in the delay locked loop 33 adjusts to 
compensate for the change. In this way, the delay locked loop 33 can 
keep the delays of the transmitter and receiver in synchronization. 
This method can be changed according to the particular application involved. 

Figure 4 is a graph showing an exemplary information signal that could be sent 
from the transmitter segment (Figure 1) to the receiver segment (Figure 3). Frequency in 
hertz is shown on the vertical axis, and Power Density measured in watts/hertz is shown 
on the vertical axis. Waveforms 35-39 represent information that is to be transmitted. 
This information is received and then scrambled for retransmission. Though the graph 
shows the information signals within a particular bandwidth and with specific power 
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densities, these characteristics can be adjusted according to the particular application 
involved. 

Figure 5 is a graph showing scrambled information signal. This signal can be 
generated, for example, by the frequency converter 22 (Figure 1) combining the IF signal 

18 and the local oscillator signal 27 (Figure 1). As shown in Figure 3, the resulting signal 
has a gaussian distribution. This gaussian distribution signal includes the scrambled 
information signals 35-39 shown in Figure 4. But, waveforms 35-39 can no longer be 
electronically detected without knowledge of the correct password 24 (Figure 1). This 
scrambled data can now be safely transmitted. 

Figure 6 is a graph showing the de-scrambled output of the receiver segment 
frequency converter 34 shown in Figure 3. Ideally, the waveforms shown in this graph 
should be identical to the waveforms shown in Figure 4, but in practice they will have 
differences. When the outputs of the voltage controlled oscillator 31 and the voltage 
controlled oscillator 23 are electrically similar, the energy at the output of the frequency 
converter 34 becomes stronger, as discussed in Figure 3. The original information 
signals can now be detected. Waveforms 40-44 correspond to the original information 
signals 35-39, respectively. 

Figure 7 is a graph showing the output of the receiver segment frequency 
converter 34 when an unauthorized user attempts to de-scramble a transmitted RF signal 

19 (Figurel) in accordance with the present invention. When an incorrect password 30 is 
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used at the receiving end, the user will not be able to recover the original information 
signal (Figure 4), and an unintelligible waveform 45 such as shown in Figure 7 will 
result. This type of waveform can also result from significant discrepancies between the 
operation of any of the components of the transmitter and receiver. 

Figure 8 is a block diagram of another exemplary embodiment of a transmitter in 
accordance with the present invention. The transmitter can be ground, air, or space 
based. The function of the embodiment shown in Figure 8 is the same as the function of 
the exemplary embodiment shown in Figure 1. However, the method of generating a 
gaussian frequency distribution is different. As with the pseudo-random noise generator 
26 discussed with respect to Figure 1, a pseudo-random noise generator 50 generates bits 
of a digital pseudo-random noise signal. The pseudo-random noise signal is then filtered 
by a low pass filter 49. In Figure 1 , the signal is then sent to a voltage controlled 
oscillator. However, in the Figure 8 embodiment, the signal is sent to a limiter 48 in 
order to remove amplitude variations. The signal is then combined with an un-modulated 
output of local oscillator 47. This combining operation connects the random noise signal 
into a signal having a gaussian frequency distribution. This gaussian frequency 
distribution signal is then combined with the intermediate frequency signal in a manner 
similar to that described with regard to Figure 1 . 

Figure 9 is a block diagram of an exemplary embodiment of a receiver that 
complements the transmitter shown in Figure 9. The function of the receiver 
embodiment shown in Figure 9 is the same as the receiver embodiment shown in Figure 
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3. However, the random signal that is generated by the pseudo random noise generator 
54 and the low pass filter 55 is sent to a limiter 51 . The limiter functions to remove 
amplitude variations in the random noise signal. In order to generate a gaussian 
frequency distribution that will subsequently be used to de-scramble the scrambled 
signal, the output of the limiter 51 is combined with an un-modulated output of local 
oscillator 52 by a balanced modulator 53. Aside from the alternate method of generating 
the gaussian frequency distribution, the operation of this embodiment is similar to the 
embodiment shown in Figure 3. 

Although the invention has been described with reference to particular 
embodiments, it will be understood to those skilled in the art that the invention is capable 
of a variety of alternative embodiments within the spirit of the appended claims. 
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